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1.  Purpose

1.1  College’s information used by employees, students, and the public (users) has varying
degrees of sensitivity which have corresponding levels of risk and protection requirements.
As such, it is necessary to classify this information to ensure it has the appropriate level of
protection.

1.2  All College information is covered under this security standard.

1.3 College information is classified using a four-level Information Security Classification Model
outlined below. The appropriate security classification assesses the integrity, availability,
sensitivity and/or value of data and information. Security classifications are utilized to make
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Information Security Classification Model

College Information is classified as follows:

Definition

Examples

Potential Impact of Loss

Low Risk

College information that
would cause minimal harm if
disclosed, or may be freely
disclosed

Names and work contact
information of College faculty
and staff members

Information that is posted on
our public website

Research information of a non-
personal, non-proprietary nature

Minor embarrassments, minor
operational disruptions

Medium Risk

College information that is not
protected by law or industry
regulation from unauthorized
access, use or destruction, but
could cause harm to the
College or others if released to
unauthorized individuals
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Proprietary information received
from a third party under a non-
disclosure agreement.

Restricted circulation library
materials

Confidential financial
information and records

Information that could allow
somebody to harm the security
of individuals, systems or
facilities.

Research information of a non-
personal, proprietary nature

Proposals for competitive bids

Reputational and financial
impact, loss of priority of
publication, loss of competitive
grant bids, loss of access to
copyrighted materials
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