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 the DMZ must contain all web servers; 
 the DMZ may only contain application servers if they are combined with web servers; 
 the DMZ must not contain database servers that store or process high or very high 

risk information; 
 a firewall must be in place between the DMZ and the Internet as well as between the 

DMZ and the College internal network; 
 wherever possible the DMZ should be protected from the Internet by web application 

firewalls, as they are better equipped to protect web applications from threats; 
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4. Additional Requirements for Merchant Systems 
4.1 College IT staff must configure remote access technologies, used in Merchant Systems, to 

automatically disconnect user sessions after a specific period of inactivity. 30 minutes is 


